Vsebina predavanja o CISM

1. Splošno o CISM

CISM pomeni Certified Information Security manager, kar bi lahko prevedli kot Vodja informacijske zaščite. To je nov strokovni naziv, ki ga uvaja ISACA skupaj s celotnim sistemom certificiranja.

Odločitev za vpeljavo naziva CISM je sprejel upravni  odbor ISACE na podlagi potreb po tovrstnem certifikatu tako članov ISACE kot tudi celotne stroke revidiranja, kontrole in zaščite informacijskih sistemov. Na odločitev, da se uvede nov certifikat, ki zajema predvsem področje varnosti, so najbolj vplivali naslednji 4 faktorji:

1. Razultati ankete med člani ISACE, ki so potrdili potrebo po certifikatu s področja informacijske zaščite.

2. Rezultati analize delovnega področja certificiranih revizorjev IS, ki je pokazala, da je vedno večji poudarek na postopkih in politiki varovanja informacij

3. Vse večje število članov ISACE, ki delajo kot varnosti inženirji in vodje informacijske zaščite.

4. Splošen odziv, ki je pokazal nezadovoljstvo s kvaliteto ali specifičnosti ostalih certifikatov s področja informacijske zaščite, ki so obstajali do tedaj.

ISACA posebej poudarja, da je bil prvotni cilj pri razvoju projekta CISM pregled certifikatov informacijske zaščite in ugotoviti, kako zadovoljujejo potrebe profesionalcev tega področja. Predvsem so raziskovalci poskušali ugotoviti, ali obstajajo bele lise, ki jih ne pokriva noben obstoječ certifikat. Cilj projekta ni bil zasititi trg še z enim konkurenčnim strokovnim nazivom.

Glavni odbor ISACE  trdno verjame, da je certifikat CISM edinstven in dopolnjuje obstoječe strokovne  nazive. CISM se od drugih razlikuje po obsegu izkušenj, ki jih zahteva in se osredotoča na delo, ki ga izvajajo vodje informacijske zaščite (information security manager). Za ostala varnostna dokazila je značilno, da se ukvarjajo predvsem s tehničnimi veščinami ali posameznimi platformami, oz. produkti. Nekatera so namenjena zlasti  ljudem v prvih letih njihove kariere. Samo CISM je namenjen information security managerju – to je človek, ki je prerasel naloge tehnika in poudarek njegovega dela ni več na tehničnih znanjih ampak na upravljanju programa informacijske zaščite na nivoju podjetja. CISM je za posameznike, ki morajo upravljati in nadzorovati aktivnosti informacijske zaščite v podjetju, vključno s tehničnim osebjem, od katerih lahko mnogi imajo druge certifikate z varnostnega področja.

CISM ni namenjen začetnikom. Pisan je na kožo ljudem, ki so svoje izkušnje na področju varovanja informacij nabirali dalj časa. Usmeritev v upravljanje, ki postavlja CISM na posebno mesto, se kaže v zahtevah po izkušnjah, ki morajo biti večje od tistih, ki jih na področju varovanja informacij potrebuje kandidat, da pridobi katerega od drugih certifikatov. 

Kaj meri CISM

CISM definira ključna področja znanja in mednarodne standarde učinkovitosti, ki jih mora obvladati information security manager. Upravam podjetij zagotavlja, da ima nosilec tega certifikata dovolj izkušenj in znanja, da lahko  uspešno upravlja informacijsko zaščito v podjetj, oziroma svetuje na tem področju.

1. Katera delovna področja ocenjuje CISM

ISACin pristop k certificiranju je tak, da meri posameznikove sposobnosti in znanje, ki se navazujejo na uspešno opravljanje njegovega dela. Zato je bilo najprej treba ugotoviti, kaj sploh obsega delovno področje preizkušenega ravnatelja informacijske zaščite (CISM). ISACA je pristopila k tej analizi enako temeljito kot pri nazivu CISA. Da bi ta analiza res odražala pravo delo information security managerja, je ISACA ustanovila delovno  komisijo strokovnjakov s področja varovanja informacij, ki je dobila nalogo, da popiše vse naloge in potrebna znanja, ki opredeljujejo vlogo information security managerja. Pri delu so ključno vlogo imeli vodilni eksperti v branži in ljudje, ki se s tem področjem ukvarjajo v praksi. Po več kot 2 letih obširnega zbiranja podatkov in po verifikaciji v  strokovni skupnosti, je ISACA identificirala tiste naloge in potrebna znanja, ki jih mora obvladati uspešen information security manager.

Ugotovili so, da delo zajema 5 področij, in sicer

· Upravljanje informacijske zaščite (Information Security Governance)
· Ravnanje s tveganjem (Risk Management)

· Ravnanje načrta informacijske zaščite (Information Security Programme Management)

· Ravnanje informacijske zaščite (Information Security Management)

· Ravnanje odgovora na incidente (Response Management)

Vsako od področij so opisali s seznamom  značilnih nalog in izjavami o znanjih, ki so potrebna za uspešno izvedbo nalog.

3.1. Upravljanje informacijske zaščite (Information Security Governance)
Vzpostavitev in vzdrževanje sistema pravil (politike), ki zagotavlja, da je strategija informacijske zaščite usklajena s poslovnimi cilji podjetja ter v skladu z zakoni in predpisi.

Naloge

· Develop the information security strategy in support of business strategy and direction. 

· Obtain senior management commitment and support for information security throughout the enterprise. 

· Ensure that definitions of roles and responsibilities throughout the enterprise include information security governance activities. 

· Establish reporting and communication channels that support information security governance activities. 

· Identify current and potential legal and regulatory issues affecting information security and access their impact on the enterprise. 

· Establish and maintain information security policies that support business goals and objectives. 

· Ensure the development of procedures and guidelines that support information security policies. 

· Develop business case and enterprise value analysis that support information security program(me) investments.

Znanja

· Knowledge of information security concepts 

· Knowledge of the relationship between information security and business operations. 

· Knowledge of techniques used to secure senior management commitment and support of information security management. 

· Knowledge of methods of integrating information security governance into the overall enterprise governance framework. 

· Knowledge of practices associated with an overall policy directive that captures senior management level direction and expectations for information security in laying the foundation for information security management within an organization. 

· Knowledge of an information security steering group function. 

· Knowledge of information security management roles, responsibilities, and organizational structure. 

· Knowledge of areas of governance: (for example, risk management, data classification management, network security, system access…) 

· Knowledge of centralized and decentralized approaches to coordinating information security. 

· Knowledge of legal and regulatory issues associated with Internet businesses, global transmissions and trans-border data flows (for example, privacy, tax laws and tariffs, data import/export restrictions, restrictions on cryptography, warranties, patents, copyrights, trade secrets, national security). 

· Knowledge of common insurance policies and imposed conditions: (for example, crime or fidelity insurance, business interruptions). 

· Knowledge of the requirements for the content and retention of business records and compliance. 

· Knowledge of the process for linking policies to enterprise business objectives. 

· Knowledge of the function and content of essential elements of an information security program(me) (for example, policy statements, procedures and guidelines). 

· Knowledge of techniques for developing an information security process improvement model for sustainable and repeatable information security policies and procedures. 

· Knowledge of information security process improvement and its relationship to traditional process management. 

· Knowledge of information security process improvement and its relationship to security architecture development, and modeling. 

· Knowledge of information security process improvement and its relationship to security infrastructure. 

· Knowledge of generally accepted international standards for information security management and related process improvement models. 

· Knowledge of the key components of cost benefit analysis and enterprise transformation/migration plans: (for example: architectural alignment, organizational positioning, change management, benchmarking, market/competitive analysis). 

· Knowledge of methodology for business case development and computing enterprise value proposition. 

3.2. Ravnanje s tveganjem (Risk Management)
Identifikacija in upravljanje s tveganjem informacijske varnosti z namenom, da se dosežejo poslovni cilji.

Naloge

· Develop a systematic, analytical, and continuous risk management process. 

· Ensure that risk identification, analysis, and mitigation activities are integrated into life cycle processes. 

· Apply risk identification and analysis methods. 

· Define strategies and prioritize options to mitigate risk to levels acceptable to the enterprise. 

· Report significant changes in risk to appropriate levels of management on both a periodic and event-driven basis. 

Znanja

· Knowledge of information resources used in support of business processes. 

· Knowledge of information resource valuation methodologies. 

· Knowledge of information classification. 

· Knowledge of the principles of development of baselines and their relationship to risk based assessments of control requirements. 

· Knowledge of life-cycle based risk management principles and practices. 

· Knowledge of threats, vulnerabilities and exposures associated with confidentiality, integrity, and availability of information resources. 

· Knowledge of quantitative and qualitative methods used to determine sensitivity and criticality of information resources and the impact of adverse events. 

· Knowledge of use of gap analysis to assess generally accepted standards of good practice for information security management against current state. 

· Knowledge of recovery time objectives (RTO) for information resources and how to determine RTO. 

· Knowledge of RTO and how it relates to business continuity and contingency planning objectives and processes. 

· Knowledge of risk mitigation strategies used in defining security requirements for information resources supporting business applications. 

· Knowledge of cost benefit analysis techniques in assessing options for mitigating risks threats and exposures to acceptable levels. 

· Knowledge of managing and reporting status of identified risks. 

3.3. Ravnanje načrta informacijske zaščite (Information Security Programme Management)

Načrtovanje, razvoj in upravljanje načrta varovanja informacij, s katerim implementiramo politiko upravljanja informacijske zaščite.

Naloge

· Create and maintain plans to implement the information security governance framework. 

· Develop information security baseline(s). 

· Develop procedures and guidelines to ensure business processes address information security risk. 

· Develop procedures and guidelines for IT infrastructure activities to ensure compliance with information security policies. 

· Integrate information security program(me) requirements into the organization's life cycle activities. 

· Develop methods of meeting information security policy requirements that recognize impact on end-users. 

· Promote accountability by business process owners and other stakeholders in managing information security risks. 

· Establish metrics to manage the information security governance framework. 

· Ensure that internal and external resources for information security are identified, appropriated and managed. 

Znanja

· Knowledge of methods to develop an implementation plan that meets security requirements identified in risk analyses. 

· Knowledge of project management methods and techniques. 

· Knowledge of the components of an information security governance framework for integrating security principles, practices, management and awareness into all aspects and all levels of the enterprise. 

· Knowledge of security baselines and configuration management in the design and management of business applications and the infrastructure. 

· Knowledge of information security architectures: (for example, single sign-on, rules-based as opposed to list-based system access control for systems, limited points of systems administration). 

· Knowledge of information security technologies, for example, cryptographic techniques and digital signatures, to enable management to select appropriate controls. 

· Knowledge of security procedures and guidelines for business processes and infrastructure activities. 

· Knowledge of the systems development life cycle methodologies (for example traditional SDLC, prototyping). 

· Knowledge of planning, conducting, reporting, and follow-up of security testing. 

· Knowledge of certifying and accrediting the compliance of business applications and infrastructure to the enterprise's information security governance framework. 

· Knowledge of the relative benefits and costs of physical, administrative and technical controls. 

· Knowledge of planning, designing, developing, testing, and implementing information security requirements into an enterprise's business processes. 

· Knowledge of security metrics design, development and implementation. 

· Knowledge of acquisition management methods and techniques: (for example, evaluation of vendor service level agreements, preparation of contracts). 

3.4. Ravnanje informacijske zaščite (Information Security Management)

Nadzor in usmerjanje aktivnosti, s katerimi izvršujemo načrt informacijske zaščite.

Naloge
· Ensure that the rules of use for information systems comply with the enterprise's information security policies. 

· Ensure that the administrative procedures for information systems comply with the enterprise's information security policies. 

· Ensure that services provided by other enterprises including outsourced providers are consistent with established information security policies. 

· Use metrics to measure, monitor, and report on the effectiveness and efficiency of information security controls and compliance with information security policies. 

· Ensure that information security is not compromised throughout the change management process. 

· Ensure that vulnerability assessments are performed to evaluate effectiveness of existing controls. 

· Ensure that non-compliance issues and other variances are resolved in a timely manner. 

· Ensure the development and delivery of the activities that can influence culture and behaviour of staff including information security education and awareness.

Znanja

· Knowledge of how to interpret information security policies into operational use. 

· Knowledge of information security administration process and procedures. 

· Knowledge of methods for managing the implementation of the enterprise's information security program(me) through third parties including trading partners and security services providers. 

· Knowledge of continuous monitoring of security activities in the enterprise's infrastructure and business applications. 

· Knowledge of methods used to manage success/failure in information security investments through data collection and periodic review of key performance indicators. 

· Knowledge of change and configuration management activities. 

· Knowledge of information security management due diligence activities and reviews of the infrastructure. 

· Knowledge of liaison activities with internal/external assurance providers performing information security reviews. 

· Knowledge of due diligence activities, reviews, and related standards for managing and controlling access to information resources. 

· Knowledge of external vulnerability reporting sources, that provide information which may require changes to the information security in applications and infrastructure. 

· Knowledge of events affecting security baselines that may require risk re-assessments and changes to information security requirements in security plans, test plans and re-performance. 

· Knowledge of information security problem management practices 

· Knowledge of information security manager facilitative roles as change agents, educators, and consultants. 

· Knowledge of the ways in which culture and cultural differences affect the behaviour of staff. 

· Knowledge of the activities that can change culture and behaviour of staff. 

· Knowledge of methods and techniques for security awareness training and education. 

3.5. Ravnanje odgovora na incidente (Response Management)

Razvijanje in upravljanje zmožnosti podjetja, da odgovori na varnostne incidente, ki prekinejo ali uničujoče vplivajo na poslovanje in okrevanja po teh dogodkih.

Naloge

· Develop and implement processes for detecting, identifying and analyzing security related events. 

· Develop response and recovery plans including organizing, training, and equipping the teams. 

· Ensure periodic testing of the response and recovery plans where appropriate. 

· Ensure the execution of response and recovery plans as required. 

· Establish procedures for documenting an event as a basis for subsequent action including forensics when necessary. 

· Manage post event reviews to identify causes and corrective actions

Znanja

· Knowledge of the components of an incident response capability. 

· Knowledge of information security emergency management practices (for example, production change control activities, development of computer emergency response team). 

· Knowledge of disaster recovery planning and business recovery processes. 

· Knowledge of disaster recovery testing for infrastructure and critical business applications. 

· Knowledge of escalation process for effective security management. 

· Knowledge of intrusion detection policies and processes. 

· Knowledge of help desk processes for identifying security incidents reported by users and distinguishing them from other issues dealt with the help desks. 

· Knowledge of the notification process in managing security incidents and recovery: (for example, automated notice and recovery mechanisms for example in response to virus alerts in a real-time fashion). 

· Knowledge of the requirements for collecting and presenting evidence; rules for evidence, admissibility of evidence, quality and completeness of evidence. 

· Knowledge of post incident reviews and follow-up procedures. 

2. Pogoji za pridobitev naziva CISM

4.1. Redna pot z izpitom

Pogoji za pridobitev naziva CISM so po strukturi enaki tistim, ki veljajo za CISA. Potrebna je imeti določene izkušenje, s testom preverjeno znanje ter zavezanost etičnim načelom in neprestanemu strokovnemu izobraževanju. Kandidat mora:

· Uspešno narediti CISM izpit

· Držati se etičnega kodeksa in se strinjati s politiko nenehnega strokovnega izobraževanja

· Predložiti dokaze o minimalno 5 letih izkušenj na področju varovanja informacij, pri čemer se mora  najmanj 3 leta ukvarjati z upravljanje informacijske zaščite na 3 ali več področjih dela. Prošnjo za izdajo certifikata je treba vložiti najmanj 5 let po opravljenem izpitu.

4.2. Nadomestilo izkušenj

Podobno kot pri CISA nazivu, lahko do 2 leti zahtevanih izkušenj nadomestimo z drugimi  izkušnjamo ali certifikati, ki se navezujejo na upravljanje informacijske zaščite. Tako se CISA ali CISSP (Certified Information System Security Practitioner) certifikat štejeta za 2 leti izkušenj. Prav tako podiplomski študij informacijske zaščite ali z varnostjo povezanega področja.

Drugi certifikati, bolj tehnično naravnani, odtehtajo 1 leto izkušenj. Npr. SANS GIAC (Global Information Assurance Certification),  Microsoft Certified Systems Engineer (MCSE) in podobni nadomestijo 1 leto izkušenj.

Eno leto izkušenj ISACA  prizna tudi tistim, ki so vsaj 1 leto upravljali  z informatiko v podjetu (information system management).

Te zamenjave se ne morejo kombinirati in na noben način ne moremo nadomestiti zahtevanih 3 let upravljalskih izkušenj.

4.3.  Stari borci

Do CISM certifikata pa lahko brez izpita pridejo posamezniki, ki imajo že sedaj veliko izkušenj z upravljanjem informacijske zaščite. Ta možnost je na voljo le do konca leta 2003, od naslednjega leta naprej pa morajo vsi kandidati obvezno opraviti izpit, ne glede na delovne izkušnje. So pa predpisane izkušnje za take stare borce  strožje kot za tiste, ki bodo delali izpit. Namesto 5 let, morajo imeti 8 let izkušenj, od tega 5 let pri upravljanju informacijske zaščite, se pravi 2 leti več, kot normalni kandidati. Te izkušnje morajo biti iz 4 delovnih področij, med tem ko so za običanje kandidate z izpitom zadosti 3 področja. Tudi v tem primeru je možno do 2 leti izkušenj nadomestiti z drugimi certifikati ali podiplomskim študijem.

Finančno je ta pot za pridobitev cerifikata manj ugodna, kot če naredimo izpit. Pristojbina znaša od US$495.00 za člane ISACE do US$595.00 za nečlane, kar je več kot znaša prijavnina na izpit. Ta denar ISACA namenja za zagonske aktivnosti v zvezi z uvedbo CISM certifikata: razvijanje opisa delovnega področjaj (job practice analisys), razvoj literature za pripravo na izpit, priprava vprašanj za teste, promocija CISM certifikata, administrativni stroški, .. 

4.4. Podaljšanje certifikata

Podobno kot CISA, velja tudi za imetnike CISM certifikatov, da se morajo neprestano izobraževati. Če hočjo podaljšati cetifikat, morajo vsako leto opraviti najmanj 20 ur strokovnega izobraževanja in 120 ur vsake 3 leta. Točne zahteve in aktivnosti, ki se priznavajo v izobraževanje,  naj bi bile objavljene januarja 2002. Poleg tega morajo člani ISACE dodatno plačati $35 članarine ($nečlani 50). Tisti, ki bodo imeli tako CISM kot CISA naziv bodo dobili popust.

5. Izpit + literatura

Prvi CISM izpit bo v soboto, 14. junija 2003, ob istem času in na istih lokacijah kot CISA izpit. Sestavljalo ga bo 200 vprašanj (multiple-choice), ki pokrivajo vseh 5 področij dela. Da izdelamo izpit je treba doseči 75% možnih točk. Ker sta CISA in CISM namenjana ljudem na različnih točkah kariere, ni mišljeno, da bi v istem letu lahko opravili oba izpita. Tistim, ki se trenutno ne ukvarjajo z upravljanjem informacijske zaščite, se pa mislijo v prihodnosti, ISACA svetuje, da najprej pridobijo naziv CISA. Prijavnina za člane znaša $295 (prijava do 5. februarja), oz. $345 (prijava do 2. aprila). Imetniki nekaterih varnostnih certifikatov in člani združenj lahko uveljavijo popust $60 (ni točno jasno katerih, naslova, ki je v brošuri omenjen, na internetu še ni).

CISM Review Manual je na voljo od januarja 2003 in z njegovo pomočjo si lahko kandidati pomagajo pri pripravi na izpit. V pripročniku so razložene vse naloge in predvidena znanja (knowledge statemetns) za vsako od delovnih področij. Podani so pricipi upravljanja informacijske zaščite, opisane različne prakse in strategije ter navedene reference na dodatno literaturo. Ker izpit temelji na praksi upravljanja informacijske zaščite,  tega priročnik ne smemo jemati kot vir, ki vsebuje vse potrebno znanje, ampak samo kot vodilo pri pripravi na izpit.  Cena za člane ISACE je $75.

V omejenem obsegu bodo ISACini odseki izvajali tudi pripravljalne tečaje, toda po mojem mnenju bodo ti zaživeli bolj v naslednjih letih, ko bo tudi več izkušenj z izpiti.

ISACA tudi zbira vprašanja za pripravo izpitov. Za vsako sprejeto vprašanja dobite $100. Več o tem si lahko pogledate na internetu.

6. Prednosti s pridobljenim nazivom CISM

Naj zaključim z ugotovitvijo, kakšne prednosti prinaša naziv CISM. Prednosti so tako za tiste, ki si ga pridobijo, kot za organizacije, kjer so imetniki CISM zaposleni.

Security managerji:

Verodostojen dokaz sposobnosti za upravljanje, načrtovanje in nadziranje informacijske zaščite v podjetju. Pričakuje se, da bo certifikat priznan po celem svetu, tako kot je CISA, ker ga izdaja ISACA s svojo avtoriteto vodilne organizacije na področju upravljanja z informacijskimi tehnologijami.

Uprava podjetja:

Podjetja se soočajo z vedno bolj kompeksnimi varnostnimi grožnjami, ki jih prinaša informacijska tehnologija. Direktorji morajo zagotoviti, da so njihovi vodje informacijske zaščite sposobni zmanjšati ta tveganja in zaščititi organizacijo. Namen certifikata CISM je, da nudi višjem u managementu zagotovilo, da imajo nosilci certifikata primerno znanje in izkušnje, potrebno za uspešno upravljanje informacijske zaščite in svetovanje na tem področju. 

