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Potek predstavitve
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uporabniki?
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U Revizijske sledi, revizijski pregledi, varnostne
presoje
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Spl ogno podat k
UL RFGLTA AY AYTF2NXI OA
vsakega podjetja )
UL RFGTA a2 NIXYIftAGY2 2
sprememba ali celo zgolj razkritje lahko
pomembno vpliva na podjetje

U podatki in informacije so shranjeni v
Informacijskih sistemih praviloma v
nodatkovnih bazah
u2S az O0OAtA OS LINBR RS
podatkov in informacij predvsem notranji, _
soeiin = dANESvdobi €J2at 201 yeSl 0USY
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Spl ogne zaht e

U Informacijski sistemi naj bi zagotavljali:
ANITLRE20ft 2A0280 OAYTF2NXI OA_2S R2A&(
AOSt20AG2a0 OAYTF2NNIF OA2S LN} OAf yS3

dodane ali spremenjene)
ATFdzLly2aiG ORI R2 AYyF2NXYIOA2S I K2
A sledljivost (tvorijo se revizijske sledi, da se potrdi pravilnost delovanja in
odkrijejo odstopanja)

V kolikor informacijski sistem izpolnjuje prve t
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O zunanjih uporabnikih®

U @ RFEYylIOy2A LRSI Fy2aiA AyTF2NXI O
zagotovitev alternativnih-@oti poslovanja so zunanji uporabniki za
mnogo podjetij zelo pomembni )

U1 F@SRFEFy2aS LRUNBOS L2 1| g NROIlye
dostopom od zunaj je razmeroma Visoko

i za zagotovitev zaupanjav g2 af 2 0l y2S 2S Fdzy 1 OA
AYTF2NYI OAC2al1AK aAadGSY20 LINRGA v
primarna )

U OSKYASY Ll @LINY OFyal TFO6AGS Ay R

ustrezno implementirana:
A L2 OFNYyS LINBINFRS
A IDS in IPS sistemi
ALINRINI Yall 2LINBYlF TI 2RINAGlIy2S A
AGINYlI FTNKAGS]TOdzZNT = X
U YFIf2 Qad2LIWAK G261 ylFIa2a@dS61 NI
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aRYSOYyAe RZauz2L)J RZ LIEZRIU1290
UylrKE2FI22 a8S_TF LIR2OFNYAYA LING
R2au2lLdz 2R ldzyl 2 AY AYl 22 | S
alausSYZ2Z0 @ YyZ2UNryeSA NI odzyl ty
U YENREA]TRIZ2 2SS _GS02S LINBLINKGS@
ySLIZ220f 1 O6SYS R2auz2llS 2R | dzy
U tveganje, ki ga predstavljajo notranji uporabniki, se s povezavo |
LYUSNYSU YA LING YAGQG | YIFYyeOl
SO0 Yz20yz2auA I 2RuUS1lIyeS L2
U0 872Ra020120 Yy2UNIYy2AK AYOARSY
dzLIZ2 N> oy A1l A It A USKYAGdGdofresteo S1 a
Research 2006)

U zavest glede tveganja, ki ga predstavljajo notranji uporabniki, je
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Nekaj utrinkov s spletal

{= TG Daily - Internal users pose severe threat to public sector networks - Windows Internet Explorer
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Cut Internal Fraud

How can banks reduce internal fraud efficiently?
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Archive Slideshows
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Internal users pose severe threat » 2 @
to public sector networks

Security
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Slideshow: AMD previews

next-gen gaming

» AMD showcases Eyefinity
multi-display technology
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pftWare aicates At 60 cent of system » AMD unveils Vision
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""" breaches in public sector networks are caused by technology for the masses
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Nekaj utrinkov s spleta2

= Internal user, threat | Security - Windows Internet Explorer, 5
S ——— ———r——
@@ |g| hitkepe ) e, phillipstasdorbrown, com) Security fendpoint-security html V|| @ | |‘1‘|| X | | Google ||"‘:l '|
File Edit View Favaorites Tools  Help
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@ PhillipsTaylorBrown
BUILDING BETTER NETWORKS

The threat posed 9 often overlooked, but is the cause of most security breaches in the SME market. A recent study by GF| software (one

Home About us Services Blogs Contactus

FRIMT @ EnAlL =]

of our security pa & . f of the companies that were asked about security policies and for internal users drew a complete blank, most

future. b

Securing your network from the threat within is critical as it's almost Ji&gs overlooked. Employers generally have 3 much trustin their employees and usually
refuse to believe they would steal company data..... until they do.

Employees with a little technical understanding (or a friend that could help them) could guite easily copy sensitive company data from most SMEs, and in most cases -
the management would never even know they were doing it.

Qur security experts have been helping our customers secure their data for years, we've partnered with the market leaders in user security and can secure your network

SIG'enlan in a cost effective manner.
Insmm ‘We can block access to (amongst others) 3
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SANS Institute
InfoSec Reading Room

This paper is from the SANS Institute Reading Room site. Reposting is not permited without express written permission.
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ernal Threat to Security Or Users Ca
Mess Things Up

On one hand, the media is replete with reports of hackers exploiﬁntk] various weaknesses in order to gain
access to a network and the data it houses. Most, if not all, ne administrators and engineers secure
their intranets against outsiders these days. On the other hand, many administrators and engineers do

=64 1hor0ugh |ob of securing network resources against the people in the best positio
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Podatkovna baza Oracle
Uh N} Of S 2S NIT OANEBSYI

0§ NOYA RSt SO QGroufinz +
LJ)232a01F @ Yyl OAK AYyT:

U podatkovna baza predstavlja zadnjo zapreke
na poti do podatkov in informacij

U OracIeCorporatlonJe Y, zadnjlh letih veliko
Gt 20Af1 @ T1FO6A0G2 VI
baze
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Oracle

w izpolnjevanje zahtev HIPA@ealthInsurancePortability
andAccountabilityAct, 1996) do oktobra 2003 (varnost,
zaupnost, revizijske sledi)

w izpolnjevanje zahtev GLB@&rammLeachBlileyAct,1999)
I FAYEFYG6YS Azadpioktirezjake Sediy @

w Izpolnjevanje zahtev SOGarbaneOxleyAct, 2002,
QUSOATt YA TAYI YWdndComDdot le t A
veljavnost razkritij, odgovornost vodstva, delovanje in
VS2ROAaAY 2480 NBOAI 2NBSO: ¢S
revidiranja, interni kontrolni sistemi: revizijske sledi)

wizpolnjevanje zahtev P { { O FAY | VB VY-S AV &
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Kratka zgodovina varnostiQraclu- 1

U 1979, Qracle verzija® NI 6dzy I £ yAO
R2alt2L) R NYodzylfy))(‘l y t15

U 1986, Oracle vemEﬁS LJ2Z RLJZNJ, NJ 6 dzy
(ISQLNetM dno F NKAGS]ddzNF &auN
viog

1989, Oracle verzija,@lodeljevanje privilegijev

1993 Oracle ver éaﬂ dzLJZ2 NJ 0 Y A O} 2 RS
0 LINE OAf OA S NBOAT A2aj
! b h o J 1 NI/ pdpéraksiBeteSecurlD
biometrija)

U 1997, Oracle verzija,srofili uporabnikov, kontrola
kompleksnosti gesel, upravljanje z (tgesll granulacija
rewzusklh sledi: objekti, sheme, sistemsk] pr|V|I%1|jL, .
NI TEAGYA Ll23f SRA

R
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Kratka zgodovina varnostiQraclu-2
Po letu 2000

U 2001, Oracle 9igesla za SYS/SYSTEM pri
krelranju baze, dopolnjen VPD, FGA

O NBOAIL )\ea"[l- af SR { 9]
0 Sf SOS)/BS NBE GA | Acal
audit_sys operations podpora revizijskim
at SRSY _@Soaftz22eyS | NI
F LI AT OA aalpBnyQf 2dS 2
avtentikacijain avtorizacija za tmivojsko _
arhitekturo,PolicyManageE ! 9{ OA "~
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Kratka zgodovina varnostiQraclu-3

U 2003,0racle 1y . CD! L2 1 NA Il ©@asS _5 a[\l
12YLX Sy S3al {v[ aul @1FzZ OATNJI
Kerberosza povezave do tujin baBBVaulf zaklenjeni privzefi .
YSLIZUNBOYA dzZLIZNJ OYVALAZ NBODAI |
Brlvzetlh vlog{_ (CO NECT?., Oratalletcl t 2dz060 A A Yy 3

aze, centralizirano upravijanje politike gesel, SASImplified
Authenticationand SecurityLa er@\ame_sto PKI%,_upo.r,_aba CRL v

OID,5podR|oranTLS (TranspbdyerSecurity, 40960 A .U Y A 1 .f

+ t J I OANEBSY VI 2t 2yS "0l 0St

u 2007,0raclel1lm . { . { 5. LK vierttilhaia, Y2 0 V' I
UNJ YV a LJI-]ﬁ\Bgfug/Z O)\{-FNi NJ )/NE[,’S u l gf

revizijskih sledi, vgrajena verifikacija kompleksnosti ?esla,
redpnastavljenprofili, omejitev poskusov prijave, kontrola
2RI AQEL LINA LINNZSI OAkLI2a] dzad dz LJ
ot20SdlryesS OGSt ATAKKYF{fAK ONJ
programov za dostop izven baze (do UTL programov), dodatno
omejevanje dostopa do UTL paketov
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Spl ogne kont

Politike
T I 8SO6Sy2ai
Ustrezna delitev delovnih nalog
Rotaclija

U Revidiranje

U Varnostne presoje

U Standardi razvoja, testiranja in implementacije
s U Y2 O6GA Gl FATAGY STl R23
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1 I OO0
A administrator se lahko na Oracle prijavi kot
da bi za to potreboval geslo

o Command Prompt - sqlplus sys/karkoli as sysdba

C:~Documents and SettingssuseradminX*sglplus sys-skarkoli as swsdba
SQL*Pluz: Release 11.1.8.6.8 — Production on Sob Feh 14 23:48:11 2087
Copyright C(c» 1982, 2007, Oracle. All rights reserved.

cted to
SIO'enlan .' 1 Dataha e 11g Enterprise on Release 11.1.8.6.8 - Pl‘l:ldl:.[:t_:ll]l‘l

n ioning.,. OLFIP Data Hin:i.n n e
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U za vse varnostn (2 pﬁL podat%ovmlh datotek, izvoze podatkov,
kopije kontrolnih inkonfiguracijskitdatotek, redo logov, ;
arhiviranihredologov,logoz {1 A 2A K ©®Edod OA 2 2

procesi

U L232aG2 aS G2 ALINBIt SR Ay 2°
ANJI‘INJ\UBSV L2YSYOYAK LRRIG120 ¢
ySLI2206f Il O6SY R2a0G2L)J R2 LINE Rdz] C
A2Y2326F R2a02L)J R2 RIFIG2G§S1Z Y2:

celotne baze, razkritje podatkov
AY20Sy 2SS L2aS3 O | NKADANI YS Lk
pri obnovi baze
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__Inrezervnih sistemov._ v
U bSYFt2TNYO LRI FTOAYZ2Z RI yI OA
razkrijejo veliko o produkcijskem sistemu
U Podatki, ki se uporabljajo za razvoj in testiranje niso vedno
LJ2a4S0S2 LINALINY @t 2SyA Ay a2z f|
Ut2fS3 LR2RNROYAK NBI dAf G G20 G
pripravo testnih scenarijev, ter razvojna dokumentacija
Ut2YSYoyl 28 {F12 FAILAGYIl 2
sistemov, kot tudi do podrobne dokumentacije

U9yl
anhiai
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) ralunal ni kov
ULINBYZ2ayA NIodzyl ft yAlAZ
USNBYyalA I'FTau2LIWA]LA A
del aktualnih podatkov, ki so lahko v prilagojeni
bazi Oracle (npr. Oracle Exprés#tion), k| se
200Fay2z2 aAyYyKNRBYAI ANJ
020 {IN}Y2A |fA AT 3JdzoA 0
LINA RS R2 YySLJZ220ft O0SY
VI RAA&Aldz YAaz dzaliNBI Yy
U prilagojenim bazam na prenosnikih se ne
JZ2a@dSol alF 1S LIZ2I 2Ny2a
IJNB Rdzl OA2alAY AY LINBR
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zaplsljirvih medi |
Ut 2aS0SY LINAYSNI VI dzLJZ2 NJ
predstavlja:
A uporaba CD in DVD pisalnikov
ALINBY2aft 2AQOAK 1 dzyl y2AK RAS3
A izvoz podatkov v preglednice (npr. v EXCEL)
AAT 3dzool ' {. 1fte2dzl 6&a2 oAf

2S YA G2 2ySY2326Sy2z US
nadzirati.

iUt232ad2 asS LRI IFoA yI 21

ALR2RIFIG1TA yI yeSAK az I K]2

Sovenian = A L2 GNBoOoy2 2SS dzaGNBI y2 dzy A6
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Tehni I ne mohno
026 ONBUNBOYA |1 2TO0kaa VI Y
UNBRY 2 AY LIN) @261 ay2z2 2

pomanjkljivosti (popravki)
Ul I g N2 @I yeS R2ad2Ll L
U ustrezno dodeljevanje (omejevanje) dostopnih
pooblastil
U2YSa2aSglyasS R2ai2LJ] R?2
UOAFTNANIYy2SS 206dzif 2A DA
U tvorba ustreznih revizijskih sledi
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Zavarovanje namestitve baze Oracle

U gomembno tako za poskuse posegov pri nezpc_),_srednem
U

ALAGYSY R2Z2aul2LJJz . u dzR
LINBT12 NI 6dzy f yAO1 S3FE 2YNB
u l LYSY2YZ RL a$S LINBLINKSOA

LINA Of " R2 LIEZ2RIU]128%X 1A O0OA
podatkovno bazo, neposredno do samih podatkovyv
podatkovnih datotekah baze, ali da bi kakorkoli vplivali
na delovanje podatkovne baze in njeno dostopnost

U Eole? podatkoy v aktivnih_tabelnih prostorih se ne sme _
Z2ITITOAUA UGdzRA YI Y SAI 0NRAa
tabelnih prostorov
U podatke vsebujejo tucmraclovg)odatkovne strukture
ot so UNDO tabelni éDrostor, EDO logi, arhiviran] REDt
f23adA% Gl O0OStYA LINPauz2NI I IO
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